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Validation and Accreditation
of an Authorized Economic Operator (AEO)

1. The SAFE Framework of Standards contains the mandate for design of validation and accreditation procedures.  In the SAFE Framework, Standard 3 of Pillar 2 (Customs-to-Business Partnerships), provides as follows :

The Customs administration, together with representatives from the trade community, will design validation processes or quality accreditation procedures that offer incentives to businesses through their status as Authorized Economic Operators.

2. Since the obligation for design of these procedures lies with the individual Members agreeing to implement the SAFE Framework, the goal of this document is to provide guidance and possible direction to the WCO membership.  

3. Customs administrations should shall design and implement accreditation and validation procedures that conform to the standards described in the SAFE Framework document and its Annexes, taking into account the good practices established in existing national Customs-Business supply chain security management programmes.  The accreditation process should shall take into account the different levels of compliance that an Authorized Economic Operator (AEO) can achieve relative to the SAFE Framework, provided that they achieve (at least) the minimum standards as set forth in the “Authorized Economic Operator: Conditions, Requirements and Benefits document”.  Such a process should include a system of incentive-based benefits, also as such as is described in the that document, “Authorized Economic Operators: Conditions, Requirements and Benefits”.  The system can be adjusted to take into account the differences in risk rating with regard to the various activities/roles within the trade supply chain. The system should also include due diligence of all AEO applicants’ names, principals and affiliations against international and national lists of known terrorists or otherwise restricted parties.
4. The document is divided into major topic areas with discussion text and specific requirements.  An Application and Authorization form is appended to this document.

I.
Application and authorization
5. The AEO will commit itself to an application and authorization process with its national Customs administration to implement supply chain security standards as prescribed set out in the WCO SAFE Framework of Standards and incorporate these within its business practices and procedures.  It will establish a self-assessment process to manage and monitor performance.  In order to execute effective self-assessment, the AEO should shall appoint an individual within its management structure to be responsible for all supply chain security measures in regard to a specific national AEO programme.  This nominated person will shall also be responsible for communication with the Customs administration regarding the AEO approval system and maintenance of the standards.  Authorization will be granted by the national Customs administration after validation of the fulfilment of AEO conditions and requirements. 
6. The systems, procedures, conditions and requirements established in the SAFE Framework of Standards and in the document entitled “Authorized Economic Operators: Conditions, Requirements and Benefits” which govern the establishment and maintenance of AEO status are, by reference, incorporated into this document in their entirety. 

7. These conditions must be fulfilled within prescribed time periods limits determined by the authorizing Customs administrations.  The time periods may vary according to the particular role being played by the applicant and other specifications that will be determined by the complexity and nature of the trade being undertaken. 

8. The AEO accreditation will be valid until suspended, revoked or withdrawn for a material failure to abide by the terms and conditions of the accreditation.

9. Any decision by a Customs administration regarding AEO accreditation, including denial, suspension, revocation or withdrawal, may be appealed by the affected AEO applicant, AEO or former AEO to the WCO for binding arbitration. To that end, the AEO programme shall include provisions for soliciting input from an AEO or, as the case may be, an applicant and for it to review and comment on the reasons presented by the Customs administration before any denial, suspension, revocation or withdrawal decisions are being made.
10. All standards and programmes implementing the SAFE Framework shall be voluntary, and Customs administration shall not coerce or mandate that non-AEOs participate.
11. Customs administrations shall respond to an AEO application within a reasonable period of time to be established in the national AEO programme. The AEO programme shall also include provisions regarding single AEO applications from groups of related companies.  

II.
Validation procedure
12. The security procedures and Customs-identified best practices contained in the SAFE Framework of Standards require a validation process to be undertaken by Customs. In this process, Customs or the appointed authority checks that appropriate actions have been taken to fulfil the responsibilities of an AEO, including the implementation of the standards described in the SAFE Framework of Standards. As part of the validation process, Customs will record and assess the levels of compliance the AEO achieves with regard to Customs legislation, regulations and administrative procedures.  Customs administrations should not burden the international trade community with different sets of requirements to secure and facilitate commerce, and there should be recognition of other international standards.  There should be one set of international Customs standards developed by the WCO that do not duplicate or contradict other intergovernmental requirements.  
13. The Customs administration will ensure that personnel designated by the authorizing Customs administration to carry out the validation procedure are trained and qualified.     

14. Any information obtained in the course of the validation procedure and within the scope of the AEO authorization is confidential between the Customs administration and the individual AEO and may be used solely for the purpose for which it was provided. 

15. A system of feedback and gradual improvement should be built into the practical arrangements made by the Customs administrations and AEO. 

16. This monitoring process will consist of periodic audits and where appropriate random spot checks.  The AEO will maintain, and have available for inspection, necessary documentation on the security procedures being undertaken or utilized by the AEO.

12. The security procedures and Customs-identified best practices contained in the SAFE Framework of Standards require a validation process to be undertaken by Customs.  While Customs shall be responsible for accrediting an AEO and for suspending or revoking such accreditation, it may decide to designate third parties to perform the assessment of an AEO applicant’s compliance with the SAFE Framework security standards and best practices and/or for validating such compliance.  Usage of such third parties shall be done in accordance with principles defined by WCO to ensure that that party has appropriate experience in certification systems, knowledge of the supply chain security standards, sufficient and appropriate knowledge of the modus operandi of the various economic and business sectors and has appropriate resources for conducting time-effective validation.  The establishment of such principles for the designation of third parties should also facilitate the mutual recognition by Customs administrations of AEO accreditation under individual national AEO programmes. However, the AEO should still have the option to be validated by the Customs administration directly.
13. Customs Administrations should not burden the international trade community with different sets of requirements to secure and facilitate commerce.
14. Verifiable compliance with security requirements and standards set by other intergovernmental organizations, e.g. IMO, UNECE, ICAO constitute compliance with applicable Customs-identified security standards and best practices set forth below, to the extent the requirements are identical or comparable.
15. The Customs administration or the designated third party will ensure that personnel designated to carry out the validation procedure are trained and qualified.
16. Any information obtained in the course of the validation procedure and within the scope of the AEO Authorization is confidential between the Customs administration and/or the designated third party and the individual AEO and may be used solely for the purpose for which it was provided.
17. A system of feedback and gradual improvement should be built into the accreditation and validation arrangements made by the Customs administrations and AEO.
18. This monitoring process may consist of audits based on risk or cause and where appropriate random spot checks by Customs or the designated third party (if applicable). The AEO will also maintain, and have available for inspection, necessary documentation as set out in the national AEO programme’s AEO accreditation requirements on the security procedures being undertaken or utilized by the AEO.

III.
Review and maintenance
19. Regular communication and joint reviews between Customs and AEO will be carried out in order to maintain the level of compliance and, to acquire the appropriate level of security where feasible, to identify possible measures to enhance the level of security.  Such reviews will assist AEOs in making amendments to their security programme as soon as possible and will provide Customs administrations with a mechanism for maintaining the operating standard of an AEO in order that revocation of the AEO accreditation can be avoided in most cases. 

20. As part of the authorization process and in order to assure regular communication and facilitate the validation process, the AEO may, in conformance with the criteria set out in the national AEO programme, be requested by the Customs administration to complete periodic reports capturing the information that the AEO should provide according to the standards laid down security best practices set out  in the document entitled “Authorized Economic Operators: Conditions, Requirements and Benefits”. 

21. In order to establish and maintain an effective AEO accreditation programme, Customs administrations may find it useful to hold regular seminars to discuss the development of their national security AEO programme, to identify and address common problems and to share good practices.

IV.
Future developments
22. The standardized approach to AEO accreditation provides a solid platform for development of international systems of mutual recognition of AEO status at bilateral, sub-regional, regional and - in the future - global levels.  Such systems will involve a WCO Member Customs administration recognizing the AEO accreditation system in another WCO Member as being equivalent to its own.  This will afford the AEO the same benefits and therefore improve predictability and efficiency of operation in all countries applying the AEO standards. Within a reasonable time, the WCO should develop a roadmap on how significant bilateral, sub-regional and regional mutual recognition will be achieved.
x       x       x

ANNEX

Application and Authorization Form

Application by businesses involved in the movement handling of goods
within the international trade supply chain 

1. The Applicant and Customs will acknowledge this is voluntary programme and hereby agree to implement minimum requirements pertaining to the role of an Authorized Economic Operator (AEO) as described in the SAFE Framework of Standards.

2. The Applicant shall :
XXXX – FIRST SENTENCE REMOVED

(a) Implement, in conformance with its business model and risk analysis, the systems, procedures, conditions and requirements established in the document entitled “Authorized Economic Operators: Conditions, Requirements and Benefits” which govern the establishment and maintenance of AEO status and are, by reference, incorporated into this document in their entirety.

3. Customs administrations will consider the following indicative list of quality criteria when reviewing applications from businesses wishing to become accredited as AEOs:

Programmes developed for:  

· Compliance record with Customs and other relevant enforcement authorities.

· Adherence to relevant laws and regulations.

· Evidence of having been established in accordance with national law.

· Information indicating permanency of business premises.

· Evidence of existing quality assurance systems.

· Absence of criminal convictions of a relevant nature amongst senior officials/managers of the company.

· Evidence of adequate company controls on staff, premises, equipment and other assets.

· Consultation, Co-operation and Communication.

· Education, Training and Awareness.
· Information Exchange, Access and Confidentiality.

· Consignment Security.

· Conveyance Security.

· Premises Security.

· Personnel Security.

· Trading Partner Security.

· Crisis Management and Terrorist Incident Recovery.
· Measurement, Analyses and Improvement.
4. The Customs administration must validate that the applicant must satisfy satisfies all SAFE Framework of Standards requirements relating to Authorized Economic Operator status before Authorization will be granted. The period for accession may be varied at the discretion of the authorizing Customs administration. The Customs administration may designate a third party to perform the assessment of compliance with the security standards and best practices.  However, decisions regarding accreditation and pursuant to the validation will in such instances remain the purview of the Customs administration.  The Customs administration and the designated third party (if applicable) shall complete validation within a reasonable period of time.
5. Any Information obtained in the course of the validation procedure and within the scope of the Authorization is confidential between the Customs administration and the individual AEO and may be used solely for the purpose for which it was provided.
6. Upon the successful implementation of the measures described in paragraph 2 of this Authorization and upon appropriate the validation by the authorizing Customs administration that such conditions are fulfilled of the AEO’s successful implementation of the measures described in paragraph 2 of this Authorisation, the Applicant shall be duly accredited authorised as an Authorized Economic Operator by the national Customs administration or its designee. 

7. The validation process will be performed by designated officials of an authorizing Customs administration or by representatives of a designated third party and shall be based on internationally recognized principles of audit and inspection.   

8. The Applicant agrees to maintain the records specified by the Customs administration in the applicable national Customs laws and regulations concerning commercial transactions relating to goods being traded in the international trade supply chain and agrees to make these available to the Customs administration for the purpose of validation and periodic audit.

9. The integrity of systems and procedures being applied under the Authorization are verified by periodic audit procedures conducted by the Customs administration or on its behalf, regular communication between designated officials and, where appropriate, random spot checks and visits.

10.
The accreditation AEO authorisation as an AEO will be valid unless it is revoked, withdrawn or suspended by the national Customs administration for a material failure to abide by the terms and conditions of the Authorisation.

In the following cases the accreditation can be revoked, withdrawn or suspended :

· If the Applicant does not abide by the terms and conditions of the Authorization.

· If the company and/or its officers fail to observe criminal or civil laws governing the conduct of such companies and/or the nature of pending or unresolved legal proceedings involving those parties would preclude such direct involvement with Customs administrations.       

· If the company fails to make available to the Customs administration the appropriate documentation and/or information access concerning personnel, company premises, equipment and assets, as specified in the Authorized Economic Operator: Conditions, Requirements and Benefits document and/or agreed to within a national partnership agreement. 

11.
The accreditation validation and monitoring processes can be adjusted at the discretion of the national Customs administration, especially if changes occur in either the risk rating of the trade in which the Applicant is engaged, or the performance of the Applicant. However, any such adjustment should only be done after having solicited input from the AEO and afforded it the opportunity to review and comment on the reasons presented by the Customs administration.
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	Name

Applicant business (Officer of the company)
	Name

Customs Administration

	Date
	Date
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